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1 INFORMATION TECHNOLOGY POLICY

1.1 Introduction

This policy outlines the guidelines and responsibilities for the appropriate use of IT resources and
email by council members, employees, volunteers, and contractors of Church Eaton Parish Council
(CEPC).

1.2 Scope
This policy applies to all individuals who use the CEPC’s IT and email resources.
Members and staff are also directed towards its data protection details in section 2 of this document.

Social medial and communication strategies should also be read alongside this policy as and when
they become available.

1.3 IT Services Standards and functionality
CEPC will maintain a org.uk domain name which will be used incoming email.
CEPC will maintain a website that meets general accessibility requirements.

Councillors and the Clerk are permitted to use personal email addresses for council business. They
will maintain suitable security of their own devices and email standards.

CEPC will retain only 1 mailbox, archive@churcheaton.org.uk. This is the official log of any
appropriate communication to and from CEPC.

There will be 2 email distribution accounts using the churcheaton.org.uk domain.

The first is the public facing email system parishcouncil@churcheaton.org.uk. Any emails received to
this address will be automatically forwarded to the Clerk, the Chair and the Vice Chair, with a copy
also sent to the archive email address.

The second is the internal distribution list councillors@churcheaton.org.uk. When used, the email
will be forwarded to the clerk, each member of the parish council, and the archive email address.

Other email addresses can be created for short term specific purposes such as a Parish Survey. These
will be deleted once the purpose for which they were created has been completed.
1.4 Acceptable use of IT resources and email.

As the Clerk and Councillors will use their personal email addresses, there is no restriction placed
upon this use for other purposes.
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1.5 Data management

Please see section 2.

1.6 Email communication

Emails should be professional and respectful in tone.
Confidential or sensitive information must not be sent via email unless it is encrypted.

Caution should be applied with attachments and links to avoid phishing and malware. Verify the
source before opening any attachments or clicking on links.

Any formal communication should include the archive email address on copy as this is the formal
record of CEPC activity. This is automatically done when using one of the mailing lists.

1.7 Retention and archiving

Emails should be retained and archived in accordance with legal and regulatory requirements. To
achieve this, the archive@churcheaton.org.uk should be on copy to any formal communication. The
use of personal email boxes as the only official copy of communication is not acceptable.

1.8 Reporting security incidents

All suspected security breaches or incidents of personal IT which is used to conduct CEPC business,
including email systems, should be reported immediately to the clerk.

1.9 Compliance and consequences

Breach of this IT and Email Policy may represent a breach of the councillors’ code of conduct, or a
possible breach of employment.

1.10 Policy review

This policy will be reviewed every two years to ensure its relevance and effectiveness. Updates may
be made to address emerging technology trends and security measures.

1.11 Contacts

For enquiries or assistance regarding this policy, please contact the CEPC clerk.

2 General Data Protection Regulations

2.1 Review and GAP analysis for Church Eaton Parish Council

This document reviews the data in use by Church Eaton Parish Councils (CEPC) through the analysis
of the various processes in use by the CEPC. The data related to each process is identified and an
assessment as to whether it falls under GDPR is made.

This assessment is made in good faith.

2.2 Scope

This audit is being done using the Information Commissioners Office (ICO) Data Controllers checklist
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assessment/controllers-checklist/

2.3 Data Flows and associated data

2.3.1 Attendance of the Parish Council meetings

The public are free to attend CEPC meetings and are able to speak in open forum.

The names of these people may be recorded by the clerk and recorded in the minutes.
The public are not obliged to provide their name for attendance.

2.3.2 Email or postal communication

Public and third party organisations can write or email the CEPC.

When using one of the official *@churcheaton.org.uk email addresses, a copy of the email will be
kept in the email archive. This is for governance purposes and to enable FOI and other such requests
to be answered.

When writing to the clerk, the clerk will retain the paper copy.

The communication may be referenced in the CEPC meeting and subsequently minuted, which forms
a public record.

2.3.3 Website

No name or registration is required to access the CEPC website

The internet server providing the website will keep low level transaction level details such as the IP
address of the user. This information is subsequently purged automatically after 90 days. This
information is in line with standard operating system activity.

2.3.4 Parish Councillors

Contact details of the Parish Councillors is held by the clerk and shared with other Parish Councillors.

Some obligatory data is collected by the Clerk and shared with the County Council to fulfil obligations
pertaining to being a Councillor such as financial interests that may result in a conflict of interest. The
clerk provides the necessary paper forms to the Councillors and returns these completed
declarations to the County Council. The Parish does not hold these details.

2.3.5 Election nominations

In the normal process of elections, applications and the election process will be run by the
Borough/County(?) Council.

Should a co-option process be run locally by the CEPC, people are invited to apply to the Clerk.
Any applicant will have their name published in the minutes of the CEPC meeting.

There is no requirement to supply further information to the clerk as part of the application process
other than to confirm they are eligible and meet the necessary criteria set out by the Government of
the day.
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2.3.6 Planning Applications

CEPC are sent details of planning applications within the Parish for comment. The details beyond the
reference number are held by the Borough Council and are a public record. The Councillors may
review and make comment on these applications, typically during the Parish Council meeting, and
any conclusion reached by the Parish Council will be recorded in the minutes and a letter submitted
to the planning department where it is duly published.

2.3.7 Competitions and wider activities

CEPC support a number of local activities and initiatives such as planting garden troughs, hanging
basket competitions and community speed watch. The participants of these activities may be
referenced in the Parish Council Minutes.

2.3.8 What personal data held, where it came from, who it’s shared with

In general, this is covered in the section above.

The Minutes of each CEPC meeting are published online as they constitute a public records and the
Parish Council are obliged in law to publish such records.

A summary of the meeting is also published in the local community newsletter. As this is a summary
of the otherwise publicly available information, no further controls are deemed to be required.

2.3.9 Lawful basis

CEPC acts within its capacity as an elected body as part of the governance of the United Kingdon.

CEPC is a small parish and as such operates to the bare minimum requirements of a Parish Council to
fulfil its duty.

As a Parish Council, there is an obligation for transparency and as such the vast majority of the work
by the Parish is performed in public and documented for public consumption.

There may be a small degree of correspondence or dialogue with parishioners where they are
seeking advice or guidance, or to complain. Where this is informal and direct to an individual parish
councillor no record will be kept unless this is subsequently raised within a Parish Council meeting.

Anything sent to the clerk via email will be saved to the email archive to service such requests such
as freedom of information requirements.

Unless requested not to, the name of anyone contacting the Parish Council will stated if the topic is
deemed appropriate for inclusion in the Parish Council meeting.

2.3.10How do you ask for and record consent.

The rules for the Parish Council meeting are set out on the website and with respect to the public.
The open forum within this meeting is generally not documented as part of the minutes, but can be

at the discretion of the Chair. As the meeting is a public meeting, any contribution is thereby deemed
to have been a public statement.
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Other aspects such as planning applications are indirect communication, unless the applicant wishes
to attend the Parish Council meeting, and the review and documented as part of a legitimate interest
of the Parish Council

2.3.11Record and manage ongoing consent.

The minutes of CEPC meetings are a matter of public record and once published cannot be
retrospectively altered once the minutes are approved.

Individuals have no right to have their name withdrawn, but do have the right to have corrections
documented should a mistake be made.

Where an error or omission has occurred, a correction will be published in the next set of minutes.

2.3.12Children’s personal data for online services

This is not applicable to the Parish Council at this time.

2.3.13Legitimate interests

CEPC has statutory obligations as part of its role in local government. This is the basis for the
retention of data by the Parish Council.

2.3.14CEPC as a Data Controller

The ICO has an exemption for organisations maintaining a public register. As our data is published
and forms a public register, we believe we comply with these criteria.

Payroll for the clerk is managed off system by others.

2.3.15Data Protection Fee

Having reviewed the criteria and the type of data stored by the Parish, it is felt that the Parish Council
do not need to formally register with the ICO, and therefore are not required to pay a data protection
fee.
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